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Abstract: In order to solve the problems of uneven sampling, poor feature selection, and weak generalization ability
to the existing botnet detection methods, this paper proposes a multi-protocol botnet detection method for internet of things
(IoT). The designed IP aggregation and feature reconstruction method using address triples and time windows is used to in-
tegrate the network traffic samples obtained from the IoT gateway to obtain the reconstructed sample set. The proposed self-
correcting hybrid weighted sampling algorithm balances the normal and botnet flow samples to get the resampling sample
set. The proposed multi-attribute decision making and adjacency relation chain-based sequential forward selection algorithm
is used to eliminate the redundant features and obtain the optimal feature subset. The resampling sample set filtered by the
optimal feature subset is detected and classified through the designed two-stage hybrid heterogeneous model optimized by
the intermittent chaos-based bald eagle search algorithm. Experimental results show that the proposed method has a good de-
tection effect on the botnet. The detection accuracy is 99.24%, Matthews correlation coefficient is 98.49%, false positive
rate is 0.17%, and false negative rate is 1.29%, which are better than the existing methods. This method can effectively re-
duce sampling and feature selection time and space overhead and better adapt to the resource-constrained IoT environment.
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GLE)"™ 2 5l A A7 8 1K %% (Category Last Elimination
algorithm , CLE) ™" FE 41 J [i1) 326341 (Sequential Back-
ward Selection algorithm , SBS )" F1 38 I 4% 11F 1 5 5 vk
(Recursive Feature Elimination algorithm, RFE)"™*' i} %
PEAFAE 45 A48 F I (8] FVRRAE R, PEAG AN [R) R A 2 4
AERITERE .

Xf HRAFEREA B I RFIE R F1~F39 45 . 30E R {H
e #[0.1,0.2,0.4,0.65,0.8,0.95,1]. 54 F IR
WML 6. K6 AT, &=0. 8 I AR 1E /b HAE
AR HE ARG 43 FE R e A . i Python 2E A 4R 4% C &
HEAE 6 7 .

N TR e 5k o DU RRAE 7 4R OB R I [a]
7 i 7 . MADM-RC-SFS 9 5 fL 7 AiF 48 18 0[] 0
911.17 s, Lt SFS 38 2> 34.77%, H SBS 1 /> 73.99%, Lt
RFE Jsi/b 57.98%.

ANV RFAE P 3 e R A T S AR TE R (V) 5
DRR 113 8 fif /5 . MADM-RC-SFS ¥ N, & 14, DRR
64.1% , HLH R FEREA > 25 ANRRAE , HE 32 3 ARAE 2 5
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K6 FH=A4TH %
£ B B R T RIS MCC
1 I 39 0.9310
0.95 F8,F32,F21,F29,F12,F22,F34,F9,F3 30 0.9339
0.8 F12,F9,F3,F18,F32,F29,F16,F22,F8,F31 29 0.9420
0.65 F29,F3,F18,F9,F16,F22.F12,F31 31 0.929 8
0.4 F31,F11,F28,F18,F29,F3,F9,F16,F22 30 0.930 2
0.2 F11,F9,F3,F31,F22,F28.F18,F16 31 0.9316
0.1 F18,F13,F31,F22,F9,F16,F3 32 0.9275
[FII P2 [F3 R[5 [ F6 [F7 R [ FOIF0 I [FI2[FI3[FIA]F 15 [FI6[FI7[FIS[FIO[F20 #8 ARHEEEREERMHEFENN,S5DDR
[F7IESTT91T6] [FX0[E2] — -
ik N, DRR
, it FRFEEA 39 0
[F21[F22]F23[F24]F25]F26 [F27 [ F28 [F29 F30 [F31[F32] F33 [ F34| F35[ F36] F37| F38] F39] "‘f%““ CI F 20 0 487 2
] E :
NE  [FSEIRT P
Banang CLE 21 04615
GO i SFS 29 0.256 4
T TR 351 g 4 AiE
IR b B SBS 38 0.025 6
2 T R G P06
. . RFE 25 03590
El6 Y44k R bR R
MADM-RC-SFS 14 0.6410
S D 12 AN ERAE = o . . e
Frt b 120451 19, BRI R A 20 B DA T 075 16 5 ) T SRR R A
R7 AEHEERIARMFEFROBRAE AL YN AR AR 5 1 TSHHM , 15 21 X548 7 /0 25 18 46
ik At BRGER . a4 N ANE T BRI o R Wk 9
SKFS 1396.831 5 iz
SBS 3503.165 0 A1 9 m I
S 3 | _
RFE 2 168.170 S (1) TSHHM [ 1E [m3PEfEF8 48 Ace .F-score . MCC FlI
M 43 ) °A 99.24% . 99.24% . 98.4 . . 5 HAR
ADYRCSES 111700 GM 433114 99.24% . 99.24% . 98.49% F1199.63%. 5 HoAlh

7.5 EF MK

Lo g5 A SCHE H Y TSHHM 5 8 F =8 3 4G I 432
PRI AE I 45 R I ROR . B S R T ICBES Xt
HBM #7004k, B A3 I B2 4 0.039 5, HBM H e AL 1T

i 45 B5hE 1) S DG A 566, i D0 R AiE A~ B4 dee A0 it

TrEAHEL , TSHHM [ Ace  F-score MCC FI GM 38 H7 119 £
KT EE /359 4 13.56% . 12.58% .26.21% F1113.11%,
S HE TR EE N 5.07% . 7.50% 12.55% F113.69%.

(2) TSHHM 1y fft 17 ¥4 48 b5 FPR Fl FNR 43 51
0.17% F11.29%. 5 HAlh J5 : #1 [b , TSHHM (%) FPR
FNR $8 b5 19 fe R AT R 2 43 Ry 4.92% i1 19.38%, F-
HIRRAR MR A 2.229% F119.12%.

K9 FHFEATARTENRI S LR

DikiS Acc F-score MCC GM FPR FNR

FSL-ANN® 0.894 3 0.894 7 0.788 8 0.894 3 0.050 9 0.113 1
NCI-LR™ 0.990 0 0.917 1 09123 0.946 7 0.002 9 0.1000
MNSWOA-IPM-RF!" 0.853 8 0.866 6 0.722 8 0.865 2 0.040 5 0.206 7

RBM!"! 0.951 3 — — — —

BotCatcher'? 0.980 0 — — — —
DensNet-BiLSTM'™! 0.983 6 0.9599 0.971 4 0.978 7 0.006 1 0.0328
OFA-SYM!™ 0.950 7 0.948 6 0.901 8 0.950 0 0.0192 0.068 1

RiskID!"™! 0.930 0 — — — —
TSHHM 0.992 4 0.992 4 0.984 9 0.996 3 0.001 7 0.0129

VRS
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AR SR H — T[] 420 B DX 11 2 TSR ) 46 A
T ¥E . K IPAFR-ATTW & W 2% i B FEAS . 18 i
SCHWS 4 iy % 2% It 2 & £ A . 38 &8 MADM-RC-
SFS B RE A o Y TUATERAE . SR T4 ICBES 4L )5 1
TSHHM X i 7! P28 AT Rz 43208 . SEIR 25 R B, AR
SCOT I R I 23 FE ORI T 30 7, IFREE A Rk
R SR AR 5 R A o 435 114 25 TR , 6 9 06 32 FIR 140 420 K )
I K P 32 7 A A

Aok, FATHE DL A AR SCT7 7 v S 4 AR AR 1) A 3t
T8, 25 PE TR 28 P e T R
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